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The access control system is an important part in the field of security technology, 
which makes use of modern electronics and information technology, to manage the 
access of the building. With the widely application of access control systems, the 
research on security has always been a hot topic in this field, such as security, 
identification and system safety management. It is core and vital to provide security 
for the prevention and control area. It is security that dominates the direction of 
development of the access control system. 
In this paper, we design a set of new access control system, the system uses a 
new kind of digital signature algorithm to guarantee the security of system. Digital 
signature is an important branch of cryptography in the modern information security 
research category. Digital signature is a digital form of handwritten signature, which 
could provide a series of security services during the process of data transmission, 
such as authentication, integrity and non-repudiation. However, the cost on 
management of digital certificates would be too high in traditional digital signature 
system. In this paper, a digital signature algorithm based on identity provides a good 
solution to this problem. The main idea is to blend user’s information to the 
corresponding key, thus avoiding the complex certificate escrow problem. 
Specifically, this paper's main work is as follows: 
1, In the first part of the paper, the digital signature algorism based on identity is 
analyzed, and a new kind of Identity-Based Signature Agreement on Elliptic Curve is 
introduced. The length of key is shorter, the computation scale is small and there is no 
need for complex entity and key management in the new agreement. Therefore, the 
new scheme is especially applicable to equipment with weak processing power, such 
as mobile devices and embedded systems.  
2, Then, we combine this digital signature to the mobile token authentication 
scheme, regard mobile phone as a token, adopts the model of "the challenge - 
response" certification (where timestamp as a challenge and related digital signature 
as response), and transfer response code through QR code image.  
3, Finally, a new type of intelligent entrance guard system is designed, where 
phone token authentication scheme is applied, embedded devices is regarded as 














another server to realize off-line authentication, thus an access control system with 
high security, high availability and high practicability is realized. 
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第一章  绪论 









































(1) 使用用户丢失或被窃的 IC 卡，冒充合法用户进入门禁控制系统的防控
区域。 
(2) 非法使用伪造卡或空白卡复制数据，进入门禁控制系统的防控区域。 
(3) 使用系统外的 IC 卡读写设备，对合法卡上的数据进行修改，非法进入
门禁系统防控区域。 
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